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  Generate ten different malicious pdf files with phone-home functionality. Can be used with Burp Collaborator or Interact.sh
  Used for penetration testing and/or red-teaming etc. I created this tool because i needed a third party tool to generate a bunch of PDF files with various links.


  Usage
  python3 malicious-pdf.py burp-collaborator-url
  Output will be written as: test1.pdf, test2.pdf, test3.pdf etc in the current directory.
  Do not use the https:// etc prefix on the url argument.
  Purpose
  	Test web pages/services accepting PDF-files
	Test security products
	Test PDF readers
	Test PDF converters

  Credits
  	Insecure features in PDFs
	Burp Suite UploadScanner
	Bad-Pdf
	A Curious Exploration of Malicious PDF Documents
	"Portable Document Flaws 101" talk at Black Hat USA 2020
	Adobe Reader - PDF callback via XSLT stylesheet in XFA
	Foxit PDF Reader PoC, DoHyun Lee
	Eicar test file by Stas Yakobov

  

Download Malicious-Pdf
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Kali Linux 2024.1 - Penetration Testing and Ethical Hacking Linux Distribution

     Time for another Kali Linux release! – Kali Linux 2024.1. This release has various impressive updates.






	







RKS - A Script To Automate Keystrokes Through A Graphical Desktop Program

  A script to automate keystrokes through an active remote desktop  session that assists offensive operators in combination with living off ...






	







Moukthar - Android Remote Administration Tool

  Remote adminitration tool for android   Features     Notifications listener   SMS listener   Phone call recording   Image capturing and sc...






	







LeakSearch - Search & Parse Password Leaks

  LeakSearch  is a simple tool to search and parse plain text passwords  using ProxyNova COMB (Combination Of Many Breaches) over the Intern...






	







Tinyfilemanager-Wh1Z-Edition - Effortlessly Browse And Manage Your Files With Ease Using Tiny File Manager [WH1Z-Edition], A Compact Single-File PHP File Manager

  Introducing Tiny File Manager [WH1Z-Edition], the compact and efficient solution for managing your files and folders with enhanced privacy...
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